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About R3



An industry leader with 15 years in the 
market, a DIFFER3NT kind of MSP that 
ensures our clients receive an IT experience 
unlike any other.

 Industry Best Practice Thought Leader

 Offices in MD, NYC, AL, and MA

 100+ Employees

 Highly-Qualified and Certified Workforce

 Microsoft AOS-G Partner

 Microsoft Solutions Provider 

About UsAbout 
R3
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LLM

Q&A

Presenter
Presentation Notes
R3 provides modern technology solutions to help organizations stay ahead of the curve in today's fast-paced business landscape. We prioritize security, compliance, and the power of the cloud to help your team work smarter and safer from anywhere in the world.




One Team

R3 truly 
becomes part 

of your 
organization 
and works as 
one unified 

team

Productivity

Less downtime 
& ability to 
work from 
anywhere

Compliance

Understand 
compliance 

requirements 
and help align 
organization 
with those 

requirements

Custom 
Solutions

Technology 
solutions that 

align with your 
business goals

Cybersecurity

Security-first 
mindset

Cloud First

Allow your 
business to be 

scalable, 
secure, current, 

efficient

Virtualized 
environment 
for all time-

zones

Partnering with R3About 
R3

Cyber

AI & 
LLM
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Our Services

Solutions

Managed IT 
Services

Project 
Services

Compliance 
Services

STAG 
Services

Cybersecurity 
Services
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Presenter
Presentation Notes
R3 is a full 360 IT and security solution provider. We offer recurring managed solutions and cybersecurity services or one-time IT projects. Our compliance team allows us to be industry agnostic and gives you a resource to ensure that your organization is adhering to appropriate industry standard. And our STAG team is your experienced IT strategy partner, ensuring that your short and long-term technology needs are aligned with your overall mission. 

Managed IT Services: As a Managed Service Provider, R3 provides outsourced information technology management. We can work as an extension of your existing IT department or serve as your entire IT department.
Project Services: Expertly scoped and implemented technology solutions, aligned with your organizations’ short- and long-term goals.
Compliance Services: Use our Compliance as a Service (CaaS) solutions to future-proof your compliance, ensuring your approach is strategic rather than reactive.
Cybersecurity: As your Managed Security Service Provider (MSSP), we’ll provide true security as a service, ensuring your people and systems are safe, secure, and compliant.
STAG Services: Our Virtual CIO service enables you to focus on your business goals while working with a strategic leader focused on customized solutions to fit your mission. Your dedicated executive will oversee all IT operations and assist with your IT roadmap, budgeting, and more. 
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Cyber Resilience Is the New NormalAbout 
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Cybersecurity
Business 

Continuity
Disaster 

Recovery
Incident 

Response

Cyber Resiliency

Your business 
perimeter has 
drastically changed:
 The cloud
 Remote work
 Hybrid 

architecture

Presenter
Presentation Notes
Cyber Security! = Cyber Resilience
Cyber resilience strategy has four main components:
Cybersecurity
Business Continuity
Disaster Recovery
Incident Response
Cybersecurity alone is not enough, you must plan for resilience
Your business perimeter has drastically changed
The cloud
Remote work
Hybrid architecture





Ask Yourselves…About 
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Cybersecurity

Do you have a 
modern and 

comprehensive 
cybersecurity 
program and 

access to SMEs?

Business 
Continuity 

Have you 
planned, and 

tested, how your 
business will 

continue running 
during a cyber 
incident or a 

natural disaster?

Disaster 
Recovery 

Have you 
planned, and 

tested, how your 
business will 
recover and 

resume 
operations from 
the unthinkable?

Incident 
Response

Have you 
developed, and 

tested, a 
comprehensive 

incident 
response 

strategy and 
plan?

Is the answer "NO!" to any of these?

Presenter
Presentation Notes
Cybersecurity
Do you have a modern and comprehensive cybersecurity program and access to subject matter experts?
Business Continuity
Have you planned, and tested, how your business will continue running during a cyber incident or a natural disaster?
Disaster Recovery
Have you planned, and tested, how your business will recover and resume operations from the unthinkable?
Incident Response
Have you developed, and tested, a comprehensive incident response strategy and plan?




Cyber Insurance is Not a PanaceaAbout 
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• Cyber Insurance is hard to get and 
harder to keep
o Insurers want to see that you are 

mitigating risk
o Many new technology exclusions 

and "carve outs" exist today
o Cyber insurance application and 

renewal forms went from 1 page to 
20 pages

o Underwriters scrutinize your security 
posture and maturity much closer to 
reduce their own risk

• You need to be an active participant 
in reducing risk, maturing your 
cybersecurity posture, and 
establishing your strategy

Presenter
Presentation Notes
Cyber Insurance is hard to get and harder to keep
Insurers want to see that you are mitigating risk
Many new technology exclusions and "carve outs" exist today
Cyber insurance application and renewal forms went from 1 page to 20 pages.
Underwriters scrutinize your security posture and maturity much closer to reduce their own risk
You need to be an active participant in reducing risk, maturing your cybersecurity posture, and establishing your strategy.  




“I Can't Afford Security”About 
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• "Can't" isn't an option

• Everyone is a target, even nonprofits
o Cyber criminals are targeting your 

money
o Organizations with inadequate cyber 

programs and defenses make 
excellent targets

o Unsophisticated and untrained staff 
are easily phished and social 
engineered

• If your organization is successfully 
targeted and compromised, what's 
the downstream effect on those you 
serve?

Presenter
Presentation Notes

Original nonprofit text (for reference):
"Can't" isn't an option
Even nonprofits are targets, everyone is a target
Cyber criminals are targeting your money
Nonprofits make excellent targets because very few have adequate cyber programs and defenses
Unsophisticated and untrained staff are easily phished and social engineered
If your nonprofit is successfully targeted and compromised, what's the downstream effect on those you help?





Artificial 
Intelligence &  

Large Language 
Model
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Are you allowing 
the use of LLMs 

like ChatGPT, 
Claude, and 

Gemini in your 
organization?

Do you have an 
AI policy 

governing its 
use?

How are you 
preventing data 

loss/leakage?

Do you know 
when your 

employees are 
using LLM tools?

Large Learning Models (LLM)

Presenter
Presentation Notes
Are you allowing the use of large language models (LLM) like ChatGPT, Claude, and Gemini in your organization?
Do you have an AI policy governing its use?
One policy is insufficient
Use of AI needs to be adopted into all of your businesses processes individually to cover its use in various contexts
How are you preventing data loss/leakage?
Do you know when your employees are using LLM tools?
LLMs can be very inaccurate and are proven to "make up" facts and responses that are very convincing if not scrutinized carefully.
Even lawyers have been duped!




What You Need to Know About AIAbout 
R3

Cyber

AI & 
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Q&A Copilot

LLMs should be 
planned and 

carefully 
executed

It references ALL data 
that user has access to 

(e.g., documents, folders 
shared with user)

User can receive 
results with data they 

weren’t aware of 
(e.g., salary, PII)

Data 
governance is a 
MUST if Copilot 

is allowed

Presenter
Presentation Notes
Microsoft really wants you to use Copilot...but...
Implementing an LLM should be planned and carefully executed
Copilot references ALL of the data that the user has access to
This includes documents and folders that are SHARED with the user
Users can receive results with data they weren't aware of (e.g. salary data, sensitive or private information, etc). 
Data Governance is a MUST if you allow Copilot in your environment at all
Data needs to be identified and classified
Least privilege is best practice for user permissions






Copilot LLM ArchitectureAbout 
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Questions 
& Answers
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